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This cyber security policy is for our faculties, administrative staff, students, employees, vendors

and partners to refer to when they need advice and guidelines related to cyber law and cybercrime' Having

this cyber security policy, we are trying to protect and promote the secure data and technology

infrastructure of Dayanand Science College, Latur'

Scope

This policy appliesto all of institution's students, faculties, administrative staff, other employees,

contractors, volunteers, vendors, collaborators and anyone else who may have any type of access to

institution's systems, software and hardware'

Confidential Data

o Some of the common examples of confidential data include:

. Student personal data

o Faculty personal data

o Classified Data pertained to Controller of Examinations

o Data about Partners

o Data about vendors

o Patents, formulas or new technologies

r Classifiedfinancialinformation

Device Security - Using personal devices

Logging in to any of institution's accounts for personal devices such as mobile phones, tablets or laptops,

can put our institution's data at risk. Dayanand Science College Latur, does not recommend accessing

any institutional data from personal devices. lf so is inevitable, stakeholders are obligated to keep their

devices in a safe place, not exposed to anyone else'

We recommend stakeholders to follow these best practices:

. Keep all electronic devices' password secured and protected

r Logging into institution's accounts should be done only through safe networks

o lnstall security updates on a regular basis

o Upgrade antivirus software on a regular basis

o Don't ever leave your devices unprotected and exposed

r Lock your computers when leaving the desk
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EmailsecuritY

Emairs can carry scams or marevorent software (for exampre worms, bugs etc.). rn order to avoid virus

infection or data theft, our poricy is arways to inform stakeholders to:

r Abstain from opening attachments or clicking any links in the situations when its content is not

wellexPlained

o Make sure to always check email addresses and names of senders'

o Search for inconsistencies

oBecarefulwithmalwares,clickbaittitles(forexampleofferingprizes,advice,etc.)
o Change all account passwords at once when a device is stolen'

e ln case that a student/faculty/employee/office is not sure if the email received, or any type of

data is safe, they can always contact our lT specialist'

Managing Passwords

Toensureavoidingthatyourinstitutionaccountpasswordgetshacked,usethesebestpracticesfor
setting uP Passwords:

oAtleast8characters(mustcontaincapitalandlower.caseletters,numbersandsymbols)

o Do not write down password and leave it unprotected

oDonotexchangecredentialswhennotrequestedorapprovedbysupervisor
o Change Passwords everY 2 months

Transferring Data

Data transfer is one of the most common ways cybercrimes happen' Follow these best practices when

transferring data:

oAvoidtransferringpersonaldatasuchasstudentandemployeeconfidentialdata

o Adhere to personal data protection law

o Data can only be shared over institution's network

r Our Network Administrators / Security Specialists should:

olnstallfirewalls,anti-malwaresoftwareandaccessa-uthenticationSystems.

o Arrange for security training to all faculties and students'

olnformstakeholdersregularlyaboutnewscamemailsorvirusesandwaystocombatthem.

r lnvestigate security breaches thoroughly'

o Follow the provisions of this policy as other stakeholders do'

o Even when working remotely, attirre cyber security policies and procedures must be followed'

DisciPlinary Action

Weexpectallourstakeholderstoalwaysfollowthispolicyandthosewhocausesecuritybreachesmay
facedisciplinaryaction.Someoftheexamplesofdisciplinaryactionsinclude:



/

.First-time,unintentional,small-Scalesecuritybreach:Wemayissueaverbalwarningandtrain
the emPloYee on securitY'

rlntentional,repeatedorlargescalebreaches(whichcauseanysortofdamage):Wewillinvoke
moreseveredisciplinaryactionuptoandincludingtermination.

rEachcaseandincidencewillbeassessedonacase-by.casebasis.
rEveryonewhodisregardsinstitution,spolicieswillfaceprogressivediscipline'

ConsultancY PolicY

GET IN TOUCH WITH US!
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